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Communication
Protocols for
Embedded Systems
There's more to connecting multiple CPU s
than just stringing wires or cable. Your
choice of network protocol, in particular, will
determine system performance.

T
he past few years have

seen a growing trend to
dramatically increase the
embedded electronics
content of automobiles,

elevators, building climate control sys-
tems, jet aircraft engines, and other tra-
ditionally electro-mechanically con-
trolled systems. In many large systems,
this increasing electronics content is
accompanied by a proliferation of sub-
systems with separate CPUs.

The increase in the number of
processors in a system is often driven
by computation and va growth. In
some development environments, the
increase may also be driven by a need
to ease system integration burdens
among multiple design groups or to
provide system flexibility through
"smart sensors" and "smart actuators."
Whatever the reasons, once there is
more than one CPU in a system, there
must be some means of communica-
tion to coordinate action.

While some high-end embedded
systems communicate over a VME
backplane or similar arrangement, the
embedded systems we're working on
use physically distributed CPUs

~ involving some sort of local area net-
~ work (LAN), also called a multiplexed§

cl; network or a communication bus. At
~ the heart of the LAN is the media
"~ access protocol, which picks the next

transmitter for access to the shared net-
work medium, typically a wire, fiber,
or RF frequency. .

In this article, we will discuss the
special considerations for networking
real-time embedded systems, and look
at several media access protocols that
demonstrate fundamentally different
ways of accessing the shared medium.
The protocols are: connection-oriented
protocols, polling, time division multi-
ple access (TDMA), token ring, token
bus, binary countdown, carrier sense
multiple access with collision detec-
tion (CSMA/CD), and carrier sense
multiple access with collision avoid-
ance (CSMA/CA). For each of these,
we will evaluate the strengths and
weaknesses against special considera-
tions. A protocol tradeoff chart will
enable you to select a protocol to fit
your needs. While no protocol is per-
fect for all purposes, a variation of
CSMA/CA offers the most versatility
for many embedded systems. I

SPECIAL CONSIDERATIONS

Inpractice, we have found that t.

embedded real-time networks,
require high efficiency, determin-

istic latency, operational robustness,
configuration flexibility, and low cost
per node.

Because cost limits the network
bandwidth available to many applica-



tions, protocol efficiency (message bits
delivered compared to raw network
bandwidth) is very important. The
embedded systems we have studied are
characterized by a predominance of
short, periodic messages. So, an obvi-
ous optimization is to reduce overhead
bits used for message packaging and
routing. (It is not unusual for eight bits
of data to be packed in a message that
is 32 or even 64 bits long.)

Once message overhead has been
reduced as much as possible, media
access overhead must be reduced. For
the most part, this is accomplished by
minimizing the network bandwidth
consumed by arbitration (such as pass-
ing a token or resolving collision con-
flict). Because worst-case behavior is
typically important, efficiency should
be evaluated for both light and heavy
traffic. For example, CSMAJCD (often
used in workstation LANs) is highly
efficient for light traffic but gives poor
performance if heavily loaded, while
token bus protocols have the reverse
properties.

Determinacy, or the ability to calcu-
late worst-case response time, is
important for meeting the real-time
constraints of many embedded control
applications. A prioritization capabili-
ty is usually included in systems to
improve determinacy of messages for
time-critical tasks such as exception
handling and high-speed loop control.
Priorities can be assigned by node
number or message type. Additionally,
protocols can support local or global
priority mechanisms. In local prioriti-
zation, each node gets a turn at the net-
work in sequence and sends its highest
priority queued message (thus poten-
tially forcing a very high-priority mes-
sage to wait for other nodes to have
their turns first). In global prioritiza-
tion, the highest priority message in the
entire system is always transmitted
first. This mechanism, which is funda-
mentally enabled by the media access
protocol, is highly desirable for many
safety-critical applications.

Many applications require robust

Because worst-
case behavior is
typically
important,
efficiency should
be evaluated for
both light and
heavy traffic.

operation under extreme conditions.
We call a protocol robust if it can
quickly detect and recover from errors
(duplicate or lost tokens, for example),
added nodes, and deleted nodes. In
some systems, it's important to quick-
ly recover from a reset or power glitch
that forces a restart of the network.

Varied operating environments may
dictate use of a media access protocol
that is flexible in supporting multiple
media and mixed topologies. Portions
of a system may require expensive
fiber in noisy environments, while
other portions can tolerate low-cost
twisted pair wires in benign environ-
ments. A bus topology may be opti-
mum for wires, but a ring or star topol-
ogy may be needed for fiber.

A vital consideration is the cost per
node. In this article, the order of the
media access discussion progresses
from very simple to complex, high-
performance protocols. Simple proto-
cols require less hardware and soft-
ware resources and are therefore likely
to be less expensive. For extremely
cost-sensitive high-volume applica-
tions, these protocols are good candi-
dates. However, for growing applica-
tions, more advanced protocols pro-
vide a stronger foundation. In general,
costs are decreasing over time due to
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advances in IC manufacturing technol-
ogy and the increasing availability of
off-the-shelf protocols. Consequently,
we envision advanced cost-effective
protocols used in many embedded
applications.

MEDIA ACCESS PROTOCOLS

NOwthat we have a feel for the
issues in embedded networks,
let's examine various com-

monly available media access proto-
cols. While many variations and com-
binations are possible, we'll discuss
the plain versions of each protocol.

Before LANs became popular, con-
nection-oriented protocols were heavi-
ly used to connect remote terminals to
mainframes. These protocols support
only two nodes per physical transmis-
sion medium and are typically con-
nected via modem with serial lines.
Figure I shows an example of a four-
processor network using this protocol.
Communication between nodes not
physically connected requires multiple
transmissions through intermediate
nodes. These protocols are determinis-
tic between directly connected nodes.
For indirectly connected nodes, latency
can be high.

For an embedded system with mod-
est communication requirements, this
might be a cost-effective protocol
(readily available hardware and soft-
ware from mature technology). For
demanding applications, nodes that
handle a lot of pass-through traffic can
become swamped, prohibiting use of
low-cost nodes in a large system.
Sometimes, this type of protocol is
combined with a more complex com-
munication system to provide back-
ward compatibility to older systems or
to allow simple remote modem access
to the system (such as BACnet). This
type of protocol is used by the X.25
public network standard (network ser-
vices offered by telephone companies)
and IBM's system network architec-
ture (SNA).2

Polling is one of the more popular
protocols for cmbcddcd systcms
because of its simplicity and determi-

nacy. In this protocol, a centrally
assigned master periodically sends a
polling message to the slave nodes,
giving them explicit permission to
transmit on the network.

Figure 2 shows the polling order
(dotted lines) of a simple four-node
bus network. The majority of the pro-
tocol software is stored in the master
and the communication work of slave
nodes is minimal (therefore, the net-
work costs tend to be smaller). This
protocol is ideal for a centralized data-
acquisition system where peer-to-peer
communication and global prioritiza-
tion are not required. However, the sin-
gle-point-of-failure from the master
node (or the cost of installing redun-
dant master hardware) is often unac-
ceptable. Additionally, the polling
process consumes considerable band-
width regardless of network load (poor

efficiency). These protocols have been
standardized by the military (MIL-
STD-1553B) for aircraft subsystem
communications. Some variants of this
protocol allow inter-slave communica-
tion through the master as well as
improved robustness by using multiple
masters (as does Profibus).

TIME OMSION MULTIPLE ACCESS

Time division multiple access
(TDMA) is heavily used in
satellite communications but is

applicable to LANs as welJ.3 In this
protocol, a network master broadcasts
a frame sync signal before each round
of messages to synchronize clocks of
all the nodes. After the sync, each node
transmits during its uniquely allocated
time slice, as shown in Figure 3.
Performance is similar to polling, but
with greater efficiency at heavy loads

FIGURE 1
An example network using connection-oriented protocols.

FIGURE 2
Master node sequentially polling slave nodes for information ..
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due to elimination of individual polling
messages. Costs for slave nodes are
greater with TDMA than with polling;
because each slave node must have a
stable time base to measure slices. An
additional weakness for TDMA is the
need for fixed-length messages to fit
into time slices. In some TDMA varia-
tions, unused slices are truncated by
tacit agreement among nodes. Time-
based protocols have been popular in
aerospace applications. For example,
digital autonomous terminal access
communications (DA TAC) is being
used by NASA and Boeing.

In a token ring network, the nodes
are connected in a ring-like structure
using point-to-point links as shown in
Figure 4. A special token signal is
passed from node to node around the
ring. When a node has something to
send, it stops the token circulation,
sends its message all the way around
the ring, and passes the token on. Since
worst-case token waiting time can eas-
ily be calculated, this protocol is deter-
ministic. Under light traffic, token ring
has moderate token passing overhead.
However, the protocol provides effi-
cient throughput under heavy traffic
conditions since idle token passing is
minimized.

A frequent implementation strategy
is to have a one-bit delay at each node,
so a token can visit all nodes in N+ T
bit times, where N is the number of
nodes and T is the number of bits in the
token. Global prioritization is accom-
plished by altering the priority field of
the token as it visits the nodes. This
field enables only the nodes with a
high priority to send messages on the
network. Initialization of the token
message and detection of accidentally
duplicated or lost tokens adds com-
plexity and cost to the protocol.

A break in the cable or a failed node
disabling the entire network is a com-
mon concern for many users.
Consequently, node bypass hardware
and dual rings are used to address this
concern at additional cost. Because the
ring connections themselves are point-
to-point, it is well suited for fiber

optics. So, many LANs and wide area
networks (WANs) are moving to this
type of protocol. For example, fiber
distributed data interface (FDDI) uses
dual counter-rotating rings to achieve
higher reliability than bus or star
topologies.

TOKEN BUS

The operation of a token bus is
very similar to a token ring-a
token is passed from node to

node in a virtual ring as in Figure 5.
The holder of the token has the access
to the network. Like token ring, token
bus works well under heavy traffic
with a high degree of determinacy.

FIGURE 3
the time slices ofTDMA protocols.

However, token bus broadcasts thc
message simultaneously to all nodes
instead of passing it bit-by-bit along a
physical ring. The minimum time for a
token to traverse the logical ring of
nodes is thus N*T bit times instead of
N+T bit times as in token ring (because
there is no parallelism in the connec-
tions). This makes global prioritization
of messages largely impractical.

Unlike unidirectional token ring, a
break in the cable or a failed node does
not necessarily disable the entire net-
work. A lengthy reconfiguration
process, where each node identifies its
neighbors, is used to maintain the vir-
tual ring when nodes are added or

FIGURE 4
Token passing in the token ring networks.
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deleted from the network. Because
bus-like topologies are well suited for
manufacturing plants, manufacturing
automation protocol (MAP) adopted
this protocol. Additionally, attached
resource computer network (ARCnet)4
uses this protocol for LAN connectivi-
ty and process control. Adaptive
Networks' PLC-192 power line carrier
chip uses a hybrid token bus protocol:
under light traffic, nodes dynamically
join and leave from the logical ring-
under heavy traffic, all nodes join the
ring to maintain stability.

In binary countdown, also known as
the bit dominance protocol, all nodes
wait for an idle channel before trans-
mitting a message. Competing nodes
(transmitting simultaneously) resolve
contention by broadcasting a signal
based on their unique node identifica-
tion value. The transmission medium
must have the characteristic that one
value (say, a "1") overrides the oppo-
site value (a "0"). During this trans-
mission, a node drops out of the com-
petition if it detects a dominant signal
opposite to its own, as shown in Figure
6. Thus, if a "1" signal is dominant, the
highest numbered transmitting node
wins the competition and gains owner-
ship of the channel.

Global prioritization can be
achieved by arbitrating over message
ID values rather than the node IDs.
Since the arbitration is part of the mes-
sage, this protocol has good throughput
and high efficiency. Additionally, the
protocol is more robust because node
configuration (transmission order) is
not required, and inactive nodes are
ignored. However, since all messages
are prioritized, there is no simple way
to guarantee equally fair access among
all nodes under heavily loaded condi-
tions. Also, some transmission tech-
niques (such as current-mode trans-
former coupling commonly used in
high-noise environments) aren't com-
patible with the bit dominance require-
ment. Using this protocol, Bosch
developed the controller area network
(CAN) specification for automotive
applications.5 The Society of

Automotive Engineers standard SAE
1-1850 also uses this protocol.

CARRIER SENSE MULTIPLE ACCESS

Carrier sense multiple access
with collision detection
(CSMAlCD) has been widely

researched with a large number of pub-
lished variations. In the simplest case,
a node waits for the network to go idle
before transmission (as in binary
countdown). If multiple stations trans-
mit almost simultaneously (within a
round-trip transmission delay on the
network), the messages collide, as in
Figure 7. The nodes must detect this
collision and resolve it by waiting for a
random time before retrying.

The key advantage to this protocol is
that, in principle, it supports an unlim-
ited number of nodes that don't require
preallocated slots or inclusion in token

FIGURE 5
Token passing in token bus protocols.

passing actiVities. CSMAlCD allows
nodes to enter and leave the network
without requiring network initializa-
tion and configuration. For light traffic
conditions, overhead is very small.
However, under heavy traffic, the
overhead is unbounded due to high
probability of repeated collisions.
Consequently, this protocol has poor
determinacy and low efficiency.
Furthermore, detecting collisions may
require analog circuitry, adding to the
system expense. In fact, if the network
environment is very noisy or the
wiring runs are long and of poor quali-
ty, collision detection may not work at
all. The popular Ethernet protocol used
in workstation LANs is based on this
protocol.

Many hybrid protocols combine the
light traffic efficiency of CSMA/CD
with the heavy traffic efficiency of
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FIGURE 6
Arbitration in binary countdown protocols.

7 6 5 4 3 2 1
NodelD MSB

,,,,,
Node 72 0 rTl 0 0 rTl 0 0 '0

(01001000) :Winner:
0·Node 71 0 I 0 0 ·,·(01000111) ·0·00

Node 42 0 o I I :

(00101010) ~ : :Node 7) loses h~re
I I .2 I

, 0

: 'Node 4 loses here . 0
0 ·, 0 I , 0 , .,.

I , i i • i
I , 0 0 0 I .

Bit Slices



Communication Protocols

token-based protocols. The resulting
protocols are often called carrier sense
multiple access with collision avoid-
ance (CSMAlCA). As in CSMAlCD,
nodes transmit after detecting an idle
channel. However, if two or more sta-
tions collide, a jam signal is sent on the
network to notifY all nodes of collision,
synchronize clocks, and start con-
tention time slots. Each contention
time slot, typically just over a network
round-trip propagation delay time, is
assigned to a particular station. Each
station is allowed to initiate transmis-
sion during its contention slot. Figure 8
shows a slot progression for a three
node network. In this example, trans-
mitters 2 and 3 collide and initiate a
jam. Contention slots follow the jam
signal. Since processor 1 has nothing
to send, slotl goes idle. Transmitter 2
starts sending its message during slot2.
Other stations detect the message, and
stop the slot progression.

After the end of the message, all
nodes initiate new contention slots.
However, to ensure fairness and deter-
minacy, the slots are rotated (change
positions) after each transmission.
Additionally, the priority slots (pslots)
can precede each slot progression to
support global prioritization for high-
priority messages. The network returns
to an idle state when all the slots go
unused.

The contention slots in CSMAICA
protocol help avoid collisions. In gen-
eral, there are two distinct variations of
CSMAICA protocols. If the number of
slots equals the number of stations, the
protocol is called reservation CSMA
(RCSMA). The RCSMA variation
works efficiently under all traffic con-
ditions.6 However, because of the one-
to-one relation of the node to the slot,
RCSMA is not practical for a network
with a large number of nodes. In anoth-
er variation, the number of slots is less
than the number of stations, and the
slot assignments are randomly allocat-
ed to minimize collisions. Echelon's
local operating network (LON) uses
the latter variation and dynamically
varies the number of slots based on

FIGURE 7
Collisions in CSMAICD networks.

FIGURE 8
Slot progression in CSMAICA protocols.
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expected traffic prediction.7 Unlike
CSMAlCD, there are ways to eliminate
the need for collision detection hard-
ware, such as sending dummy mes-
sages that keep slots going in the
absence of network traffic.

PROTOCOL TRADEOFFS

W e have described the major
media access protocols and
noted clear differences.

Table 1 summarizes some of the com-
mon traits and our assessment of their
strengths and weaknesses for embed-
ded real-time applications. The impor-
tant points to take into consideration
when evaluating alternatives are:

~gSIO".

based protocols are simple, but may
not provide sufficient flexibility for
advanced systems.
• Token-based protocols are pre-
dictable, but can have high overhead
and require complex software to main-
tain robustness.
• Binary count-down protocols rely
heavily on the bit dominance charac-
teristics of the physical medium.
• CSMAlCD is a poor choice for hard
real-time systems with heavy t,

traffic.

For our embedded systems, we have
found that CSMA/CA, particularly
RCSMA, is a good choice. While your
application will no doubt have charac-
teristics that are somewhat different
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TABLE 1
Media access tradeoffs.

1" Good .Efficiency Efficiency Physical Low
-Ok Light Heavy Deter- Priori- Robust- Layer Cost!
~ Poor Traffic Traffic minacy tization ness Flexibil. Node

Connection - ~ 1" - 1" ~ -
Polling ~ - 1" ~ ~ 1" -
TDMA ~ 1" •• ~ ~ 1" ~
Token Ring •• •• 1" •• - - -
Token Bus - •• 1" - - 1" -
Binary Cnt. •• •• - - 1" ~ 1"
CSMNCD 1" ~ ~ - 1" 1" -
CSMAlCA 1" 1" 1" 1" 1" •••• 1"

than ours, this article's discussion of
the special considerations and media
access protocol strengths and weak-
nesses should allow you to select the
best protocol to match your needs. We
believe the electronic contents of
embedded systems will continue to
grow, and communication networks
provide strong foundation for support-
ing this growth. ~
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